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Assessment

WWhat: are the assets?
x What Is; thelr valte?

Jat are the threats?

= £

nat IS the rsk?

nat' are the vulneranpilities?

» RISk = threat x vulnerability: x asset value

( Practical Network and System Security

Date: 03/18/05

~

© 2005 Engineered Networks

LENGINEERED NETWORKS

ssurdock@engineered-net.co

Rev: 1.0

Page: 4

J




Assessment - Trechnigues

Assemble a small inter-departmental team

ldentify/ the threats
ldentify’ the vulneranilities
Develop a plan & policies

Viethoedolegies
s OCTAVE -

ldentify  tep-levell systems & sulb:=Systems
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http://www.cert.org/octave/

Assessment - Tools

You WILL need netwerik & system
diagiams

You willfneed ter understand threats

Use NIMAP 16 find devices, on: Youl RELWOIK 9
Use Nessus, te find vulneraoilities
Micresoiit Baseline Security: AnalyzZer <@
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Protection

willseventually:fiail
Defenseiin depth
NEVER Use “ANY* In a firewall rule

Secure the host

s Limit avallalble Senvices

n Review file/felder permissions
a Enferce permissions
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Protection

Contrel physical access
Secure the netweork
Secure the desktop

Patch, patch, pateh;, pateh, pateh
= hitp://MMmwW. US-Cert.gov/ \ 4
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Detection

LOOKING fer Violatiens ofi the Security policy,
Legaeing

Statistical Data

Session Data

Packet Data
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Detection - Legging

Network
Devices

ime correlated
Events ane easy/ o
find

Alert en configuration
Changes

Great fior
irouklesheoting toe!

Windows
Server
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Detection — Statistical Data

Perved from pollingl devices
lirenaded for a vaselne

Visually: digestihle
RRD based - MRTG, Cricket, CACTI, RREW.
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Detection — Session Data

Wheisi talking terWihe, Withhwhat, and Rew.
much;.

PDetect Internet anusers
Detect hacked machlnes
Cisce routers include NetElow! reporting

Commercial and free tepls exist 1o help
vistialize the data
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Detection — Packet Data

Leoksat Indiviauall packets for anonialies

Netwerk lntrusien Detection Systems
s SNORTF — King| ef free NIDS

Manual inspection
s ETHEREAL — King| of firee’ packet analyzers
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REspense?

Prepare: the procedures; anad Inciaent
Respoense: feani Belore a prebleni GCCUrs.

| fieuind a pPossible policy, Beech; New

What?
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RESPONSE

Initialfinvestigauen te) collect vasic detalls (Who,
What, Where, WhRen)

RESPONSE Stiateqgy.

Investigate: by reviewing| collected data
REpPort the findings to the proper authorties

=i What Was broken tor make: sure! it deesn't
JapPEn again
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Security: Framework

ASSESSmeEnt
n Calculate sk & createrplan

Pretection

a Enfierce the traffictyou wWant
Detection

x Logging and alerting

[RESPONSE
a Viake sure It doesn't happen (again)
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The End

Fhank yeu fer coming!
ihe Presentation can be found at:

The winner Is...
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http://www.engineered-net.com/Library

Bibliography. ¢

Richard Bejtlich, /e 7ao. ol Network SeEcurity Vomitonng. — Beyorad.
Intrusion Detectiorn, (Addisen-\WWesley, 2004)

Steve A. Rouiller, Virtual LAN Security: weaknesses and

countermeasures,
. RRDTOOL,
. MRTG,
Cricket,
CACTI,
RREW,

Kevin Viandia, Christ Prosise: & Nait PEPE, //iciaent Resporse. & Compuler:
Forensics, Secona Eaition. (McGraw-Hill/Oslhernme; 2003)

Date: 03/18/05 =

( Practical Network and System Security o e

Rev: 1.0

E N G I N E E R E D N E T W O R K S ssurdock@engineered-net.com Page: 18

J



http://www.sans.org/rr/whitepapers/networkdevs/1090.php
http://ee-staff.ethz.ch/~oetiker/
http://ee-staff.ethz.ch/~oetiker/
http://people.ee.ethz.ch/~oetiker/webtools/rrdtool/
http://people.ee.ethz.ch/~oetiker/webtools/mrtg/
http://cricket.sourceforge.net/
http://www.raxnet.net/products/cacti/
http://rrfw.sourceforge.net/

	Network and System Security
	Why Bother?
	10,000 Foot View1
	Assessment
	Assessment - Techniques
	Assessment - Tools
	Protection
	Protection
	Detection
	Detection - Logging
	Detection – Statistical Data
	Detection – Session Data
	Detection – Packet Data
	Response8
	Response
	Security Framework
	The End
	Bibliography

