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Why Bother?Why Bother?

System AvailabilitySystem Availability
System PerformanceSystem Performance
LawsuitsLawsuits
Your JobYour Job
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AssessmentAssessment
ProtectionProtection
DetectionDetection
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AssessmentAssessment

What are the assets?What are the assets?
What is their value?What is their value?

What are the threats?What are the threats?
What are the vulnerabilities?What are the vulnerabilities?
What is the risk?What is the risk?

Risk = threat x vulnerability x asset valueRisk = threat x vulnerability x asset value
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Assessment Assessment -- TechniquesTechniques

Assemble a small interAssemble a small inter--departmental team departmental team 
Identify topIdentify top--level systems & sublevel systems & sub--systemssystems
Identify the threats Identify the threats 
Identify the vulnerabilitiesIdentify the vulnerabilities
Develop a plan & policiesDevelop a plan & policies
MethodologiesMethodologies

OCTAVE OCTAVE -- http://www.cert.org/octave/http://www.cert.org/octave/

http://www.cert.org/octave/
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Assessment Assessment -- ToolsTools

You WILL need network & system You WILL need network & system 
diagramsdiagrams
You will need to understand threatsYou will need to understand threats
Use NMAP to find devices on your networkUse NMAP to find devices on your network
Use Use NessusNessus to find vulnerabilitiesto find vulnerabilities
Microsoft Baseline Security AnalyzerMicrosoft Baseline Security Analyzer
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ProtectionProtection

……will eventually failwill eventually fail
Defense in depthDefense in depth
NEVER use NEVER use ““ANYANY”” in a firewall rulein a firewall rule
Secure the hostSecure the host

Limit available servicesLimit available services
Review file/folder permissionsReview file/folder permissions
Enforce permissionsEnforce permissions
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ProtectionProtection

Control physical accessControl physical access
Secure the networkSecure the network
Secure the desktopSecure the desktop
Patch, patch, patch, patch, patchPatch, patch, patch, patch, patch

http://www.ushttp://www.us--cert.govcert.gov//
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DetectionDetection

Looking for violations of the security policyLooking for violations of the security policy
LoggingLogging
Statistical DataStatistical Data
Session DataSession Data
Packet DataPacket Data
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Detection Detection -- LoggingLogging

Windows
Server

*nix
Servers

Network
Devices

Syslog
Server

Time correlated Time correlated 
events are events are easyeasy to to 
findfind
Alert on configuration Alert on configuration 
changeschanges
Great for Great for 
troubleshooting too!troubleshooting too!
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Detection Detection –– Statistical DataStatistical Data

Derived from polling devicesDerived from polling devices
Trended for a Trended for a baselinebaseline
Visually digestibleVisually digestible
RRD based RRD based -- MRTG, Cricket, CACTI, RRFWMRTG, Cricket, CACTI, RRFW
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Detection Detection –– Session DataSession Data

Who is talking to who, with what, and how Who is talking to who, with what, and how 
much.much.
Detect Internet abusersDetect Internet abusers
Detect hacked machinesDetect hacked machines
Cisco routers include Cisco routers include NetFlowNetFlow reportingreporting
Commercial and free tools exist to help Commercial and free tools exist to help 
visualize the datavisualize the data
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Detection Detection –– Packet DataPacket Data

Look at individual packets for anomaliesLook at individual packets for anomalies
Network Intrusion Detection SystemsNetwork Intrusion Detection Systems

SNORT SNORT –– King of free NIDSKing of free NIDS

Manual inspectionManual inspection
ETHEREAL ETHEREAL –– King of free packet analyzersKing of free packet analyzers
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ResponseResponse88

Prepare the procedures and Incident Prepare the procedures and Incident 
Response Team before a problem occurs.Response Team before a problem occurs.
I found a possible policy breech, now I found a possible policy breech, now 
what?what?
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ResponseResponse

Initial investigation to collect basic details (who, Initial investigation to collect basic details (who, 
what, where, when)what, where, when)
Response strategyResponse strategy
Investigate by reviewing collected dataInvestigate by reviewing collected data
Report the findings to the proper authoritiesReport the findings to the proper authorities
Fix what was broken to make sure it doesnFix what was broken to make sure it doesn’’t t 
happen againhappen again
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Security FrameworkSecurity Framework

AssessmentAssessment
Calculate risk & create planCalculate risk & create plan

ProtectionProtection
Enforce the traffic you wantEnforce the traffic you want

DetectionDetection
Logging and alertingLogging and alerting

ResponseResponse
Make sure it doesnMake sure it doesn’’t happen (again)t happen (again)



Date: 03/18/05

Page: 17

Rev: 1.0
E N G I N E E R E D    N E T W O R K S

www.engineered-net.com

ssurdock@engineered-net.com

Practical Network and System Security © 2005 Engineered Networks

The EndThe End

Thank you for coming!Thank you for coming!
The Presentation can be found at: The Presentation can be found at: 
http://www.engineeredhttp://www.engineered--net.com/Librarynet.com/Library
The winner isThe winner is……

http://www.engineered-net.com/Library
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