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Assessment — Bottom Up

lat are: t
lat are t

lat are t

e viineranilities?
ne threats?

1e asSets?

s \What'1s; thelr value?

Wiat: IS the' risk?
x RIsk: = threat x vulnerability, x asset value
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Assessment - Trechnigues

ldentify the vulneranilities
ldentify. the threats
Develop a plan: & policies

Viethedolegies
m OCTAVE - \ 4
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http://www.cert.org/octave/

Assessment - Tools

We hadia goed Idea off MewW: the network Is
jaidi ouit

WWe' used! Nessus te find vulneranilities

We used Snort find “vad™ traffic & nelp
identify’ threats
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Assessment Tools - Nessus

INESSUS Setup

x Intel Celeroni 333 Mhiz, 256 MB' RANV]

= OpenBSh) 3.6 (Nessus, installed as package)
= Download Nessus

s Register Nessus te ohtain lots, ofi rules

s \We rani it against the outside: and the inside: of
the netwerk
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http://www.nessus.org/download/

Nessus Windows Frontend

’ i |
+¥ Hessus Console [:]E]
e =[]

File Session Communicakions  Yiew  Hi

Bad ISP EN Internal RPS FFS - Sessionl
Externa

INez=zuz Console [Version 1.4.5] Ready
33L librarvy initialized
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Assessment - Nessus Result

Externall Scanm Result — RPS 9/26,, 11:18
s 5 Secunty heles found

s 19 securty Warnings fieunad

s 62 security notes found
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Assessment - Nessus Result

Internal ScanrResult— 10.1°0.0/21:
x 79 security holes fieunad

a 128 security warnings founad

n 626 security netes fieund
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Assessment Tools - Snort

What “bhad™ traffic on the: DIMZ now?.

Using Snoent

333 MiHZ Celeren with 256 VB RAN
OpenBsb 3.6

Doewnlead Snoert

Register Snort ter ebtaimnlets of rules

Create a span/mirrer/moniter pert and plug 1 your
SENSEr

a Enabled almost allf signatures

~
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http://www.snort.org/dl/binaries/

Assessment - Snort Result

Easily: handied dual lintermet I-1°s
s 10% CRPUtypical

Session Result — Lots of fialse positives.
a DMZ
s |nternal Internet Link
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Assessment — DMZ Snort Result

subject: IDS Statistics generated on Mon Sep 265 15:27:52 2005

The log begins at : Apr 30 09:34:16 The log ends at : May 10 08:41:08
Total of Lines in log file : 13101 Total off LogsH Dropped: = 40 (¢ 0.31%)
Total events 1n table I 2502 Seurce IP recorded = 374

Destination IP recorded : 242

The distribution of classifilication method

### 16 of 16 ###

0% No Cliassification Severity
29948 749 access to a potentially vulnerable webr appliication medirum
20.94 524 Misc activiity low
18.78 470 A suspicirous) Frlename: was) detected medum

9.11 228 Attempted Administrator Rrivillege Gain high
7.67 192 Executable code was detected high
4.80 120 Attempted Information Leak medum
3.48 87 Poitentially Bad Trafhfic medum
1.44 36 RCEP. IASpect umnknown
(Se7 35 snort _decoder unknown
0.-80 20 Generic Protecol Command Decode llow.
0.72 18 Attempted Denwal off Service medum
0.44 11 Web Appliication Attack hgh
0.32 8 Attempted User RPrivilege Gain hrgh
0.12 3 A Network Trojan; was) detected high
0.08 2 A sysitem callll was detected medrum
0.04 1 Unknown Trafific low.
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Assessment — DMZ Snort Result

subjyect:

Total events in table : 2502 Source IP recorded

IDS, Statistics generated om Monm Sep 26 15728235 2005
The log begins at : Apr 30 09:34:16

: 374

Destination IP recorded

The distribution of attack methods

The log ends at : May 10 08:41:08

T 242

### 70 of 70 #iH

0% NG Attack Priority Severity
13.63 341 VIRUS OUMBOUND: bad fille attachment {tcp} 2 medium
12.87 322 WEB-I'IS view source via translate header {tcp} 2. medium

8.03 201 (portscan) TCP Portsweep {reservedy 2 medium
7.75 194 POLICY SMTP: rellaying denied {tcp} 3 low
7.63 191 INEO web bug 0x0! gifi attempt {tcpl 3 low
6.51 163 SMiP: MATIE FROME overfllow: attempt {tepy 1 hiigh
6.35 159 SHELLLCODE %861 NOOR' {tcp}: 4 high
5.92 148 WEB-ERONTRPAGE /_viti_bin/ access {tecpy 2 medum
4.56 114 WEB-I'IS’ fpecount acecess {tcp} 2 medium
3.08 77 (portscan) TCP Portsweep {reservedy 3 low
2.56 64 INEO ETR" Bad login {tcpy 2 medrum
2.16 54 (poxtscan)’ NCR Portscan freservedy 2 medrum
1961 49 POLIICY: ETP anonymous: legin attempt {tcp} 3 low
1.961 49 (portscan) TCP Portsweep {reservedy 1 hirgh
1.80 45 ATTACK-RESPONSES! 408) Forbidden {tcp} 2. medrum
0.96 24 WEB-FRONMPAGE shitml -exe access {tcp} 2 medium
0.96 24 WEB-FRONMPAGE _VvEtil_rpc access {tcp} 2. medium
0.96 24 WEB-ERONTPAGE _vti_inf-html access {tcp} 2 medium
0.76 19 SHELLCODE x86/ Inc ebx NOOP {tcp} 1 hgh
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Assessment — Internal Snort Result

subject: IDS Statistics generated om Thu Sep 29 14:37:03 2005
The log begins at : Sep 24 13100502 The log endsy at = Sep 29 12:59:55
Total of Lines in log fitle : 242342 Total of Logs Dropped : 318 ( 0.13%)

Total events

in table : 41852 Source IP recorded : 332

Destination IP recorded : 861

The diistribution of classifrcation method

### 15 of 15 ###

0% o) Classification Severity

83.301 34862  Attempted Information Leak medrum
6.96 2914 access to a poetentially vulinerable webl appliication medirum
4_.07 1704 hitEp. 1Rspect unknown
3.79 1587 Webr Application Attack high
0.54 228 Potenitially: Badl Trafifirc medrum
0-34" 144 Misc activiity low
0.33 139 VMrsc Attack medrum
0.27 112 Detecition ofi a non-standard protecol or evenit medium
0.17 73 A suspiclous) Filename’ was) detected medium
0.09 38 Attempted Administrator Privilege Gain high
0.05 20 Attempted Denmals oiff SErvice medrum
0.03 13 Generic Protecol’ Command Decode low.
0.02 9 Attempted User Privilege Gain high
0.01 5 Potenitiall Corporate Privacy: Vielation hilgh
0.01 4 SCOREY Geit the letion! high
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Assessment — Internal Snort Result

subject: IDS Statistics generated om Thu Sep 29 14:44:20 2005

The log begins at : Sep 24 13100502 The log endsy at = Sep 29 12:59:55
Total of Lines in log firlle : 242342 Total of Logs Droepped : 318 ( 0.13%)
Joitall evenits: 1n tabler = 41852 Source IP recorded : 332

Destination IP recorded : 861
The distribution of attack methods

#H 128 of 128 ###

Severity

0% o) Attack Priority
38.98 16315  SNMP reguesit udp {udpy 2
38.69 16193 SNMP™ publirc access, udpr fudpl} 2

4._.98 2085 WEB-I'IIS, %2E-asp) access {tcpy 2
2.33 974 ATTACK-RESPONSES 403! Forbidden {tcp}: 2
1.68 702 ICVP LL3reitriever Rinol ficmpy: 2
1.52 636 (hittp_inspect) BARE BYTE UNICODE ENCODING {tcpl 2
1.23 515 WEB-MIISC webllogrc/tonmcat -Jsp VAew soukrce attempt {tepy 1
1.00 417 WEB=MIISC juigsaw des; attempt {tcpy 1
0.91 380 (hittp_inspect) OVERSIZE REQUEST-URI DIRECTORY {tcp} 2
0.79 332 WEB-MISC RBS ISP’ /newuser access, {tecp} 2
0.63 265 WEB=ATTACKS' marl" command attempt {tecpy} 1
0.55 232 (portscan) TCPR Pertsweep {reservedy 2
0.54 225 WEB-CGI redirect access {tcp} 2
0.44 183 ICVP redrrect host {icmpy 2
0.36 151 ATTACK-RESPONSES Iinvalid' URL {tcp} 2

medrum
mediium
medrum
medrum
medrum
unknewn
high
high
unknewn
mediium
high
medrum
mediium
medrum
medrum
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Threats

|ldentifiy/ the threats
s \Where ter start??2?

Wihere-are your valuanle assets?

s Student Infermatien: System, Computatienal
Reseurces, Empleyee Data?

Where are your vulneranilities?
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Assessment Results

Risk' = threat x vulneranility’ x asset value
Elltmrthe heles

AppPly MEcessany; patches

Upgrade your protection & detection
systems

Date: 10/07/05 -

( Practical Network and System Security o e

Engineered Networks & Rockford Public Schools ::;:12 y




Protection

- willFeventually-fail
Defense: in depth
Carefiully:use"ANY= in a firewallfrule

Secure the nost

s Limit avaiable Services

a Review! file/felder permissions
a Enferce permissions

a Patceh, pateh;, patch
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Detection

Leoking fer violatiens ofi the Security’ policy
Legaing

Statistical Data

Session Data

Packet Data
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Security: Framework

ASSESSmeEnt
n Calculate sk & createrplan

Pretection

a Enfierce the traffictyou wWant
Detection

x Logging and alerting

[RESPONSE
a Viake sure It doesn't happen (again)
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The End

Thank yeu fer coming!

Pleasefill eut a speaker evaluation sheet

10 enter the dirawing.
ihe Presentation can be found: at:

The winner Is...
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