
Date: 10/07/05

Page: 1

Rev: 1.0

© 2005 Engineered NetworksUsing Open Source Software

Engineered Networks & Brandon Public Schools
www.engineered-net.com

www.brandon.k12.mi.us

ssurdock@engineered-net.com

pspoor@brandon.k12.mi.us

Reducing O&M Software CostsReducing O&M Software Costs

Using Open Source SoftwareUsing Open Source Software



Page: 2

Rev: 1.0

Using Open Source Software © 2005 Engineered Networks

Date: 10/07/05

Engineered Networks & Brandon Public Schools
www.engineered-net.com

www.brandon.k12.mi.us

ssurdock@engineered-net.com

pspoor@brandon.k12.mi.us

Who uses Open Source Software?Who uses Open Source Software?

MicrosoftMicrosoft
NovellNovell
CiscoCisco
Just about every software productJust about every software product
72 % of all Internet Web Sites72 % of all Internet Web Sites
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Why do THEY use it?Why do THEY use it?

ItIt’’s free (as in speech/as in beer)s free (as in speech/as in beer)
ItIt’’s stables stable
ItIt’’s audited (secure)s audited (secure)
ItIt’’s supporteds supported
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Why Should YOU use it?Why Should YOU use it?

ItIt’’s free (as in speech/as in beer)s free (as in speech/as in beer)
ItIt’’s stables stable
ItIt’’s audited (secure)s audited (secure)
ItIt’’s supported (free & paid)s supported (free & paid)
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Where Can I Use It?Where Can I Use It?
Internet

Firewalls

Email
Gateway

VPN
Gateway

Storage 
Array

Proxy
Server

Finance
Server

Anti-Virus
Server

Backup
Server

Authentication
Server

External 
WWW

File & Print
Server

External 
DNS

Video
Encoder

Video
Distribution

PBX VoiceMail

Groupware
Server

DMZ Services

Management Services

Video Services

Voice Services

Data Services

Logging
Server

Monitoring
Server

Flow
Analysis

Security
Console

Intrusion
Sensor

Business Services

HR
Server

Student
Information

Server
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Where Can I Use It?Where Can I Use It?

Internet ServicesInternet Services
RoutersRouters
FirewallsFirewalls
Proxy Server w/content filteringProxy Server w/content filtering
Intrusion Detection ServerIntrusion Detection Server
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Where Can I Use It?Where Can I Use It?

DMZ ServicesDMZ Services
Mail Gateway (antiMail Gateway (anti--spam/antispam/anti--virus)virus)
VPN GatewayVPN Gateway
External DNSExternal DNS
External WWWExternal WWW
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Where Can I Use It?Where Can I Use It?

Management ServicesManagement Services
Intrusion Detection SensorsIntrusion Detection Sensors
Security ConsoleSecurity Console
Centralized Logging and AnalysisCentralized Logging and Analysis
Fault MonitoringFault Monitoring
Performance MonitoringPerformance Monitoring
Configuration LibraryConfiguration Library
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Where Can I Use It?Where Can I Use It?

Video ServicesVideo Services
EncodersEncoders
DistributionDistribution
PlayersPlayers
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Where Can I Use It?Where Can I Use It?

Voice ServicesVoice Services
PBXPBX
Voice MailVoice Mail
Voice ConferencingVoice Conferencing
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Where Can I Use It?Where Can I Use It?

Data ServicesData Services
BackupsBackups
File & Print ServicesFile & Print Services
Authentication ServicesAuthentication Services
Groupware Groupware –– ee--mail/calendar/todomail/calendar/todo
Database ServicesDatabase Services
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Where Can I Use It?Where Can I Use It?

Business ServicesBusiness Services
Financial ServicesFinancial Services
HR ServicesHR Services
Student Information ServiceStudent Information Service
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The EndThe End

Thank you for coming!Thank you for coming!
Please fill out the Speaker EvaluationsPlease fill out the Speaker Evaluations
The Presentation can be found at: The Presentation can be found at: 
http://www.engineeredhttp://www.engineered--net.com/Librarynet.com/Library
The winner isThe winner is……

http://www.engineered-net.com/Library
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BibliographyBibliography

Internet ServicesInternet Services
RoutersRouters

*BSD: *BSD: http://www.openbsd.orghttp://www.openbsd.org
Linux: Linux: http://http://www.linux.org/dist/index.htmlwww.linux.org/dist/index.html

FirewallFirewall
PF (*BSD): PF (*BSD): http://www.openbsd.org/faq/pf/index.htmlhttp://www.openbsd.org/faq/pf/index.html
IPTablesIPTables (Linux): (Linux): http://www.netfilter.org/http://www.netfilter.org/

Proxy serverProxy server
Squid: Squid: http://www.squidhttp://www.squid--cache.orgcache.org//
Oops: Oops: http://oopshttp://oops--cache.org/oops.eng/index.htmlcache.org/oops.eng/index.html

Content FilteringContent Filtering
SquiGuardSquiGuard: : http://http://www.squidguard.orgwww.squidguard.org//
DanDan’’s Guardian: s Guardian: http://http://dansguardian.orgdansguardian.org//

DMZ ServicesDMZ Services
Mail Gateway (antiMail Gateway (anti--spam/antispam/anti--virus)virus)

MaildroidMaildroid: : http://http://www.maildroid.orgwww.maildroid.org//
VPN GatewayVPN Gateway

OpenVPNOpenVPN: : http://http://openvpn.netopenvpn.net//
External DNSExternal DNS

BIND: BIND: http://http://www.isc.org/index.pl?/sw/bindwww.isc.org/index.pl?/sw/bind//
External WWWExternal WWW

Apache: Apache: http://http://www.apache.orgwww.apache.org//

http://www.openbsd.org/
http://www.linux.org/dist/index.html
http://www.openbsd.org/faq/pf/index.html
http://www.netfilter.org/
http://www.squid-cache.org/
http://oops-cache.org/oops.eng/index.html
http://www.squidguard.org/
http://dansguardian.org/
http://www.maildroid.org/
http://openvpn.net/
http://www.isc.org/index.pl?/sw/bind/
http://www.apache.org/
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BibliographyBibliography

Management ServicesManagement Services
Intrusion Detection SensorsIntrusion Detection Sensors

Snort: Snort: http://http://www.snort.orgwww.snort.org
Security ConsoleSecurity Console

NessusNessus:  :  http://http://www.nessus.orgwww.nessus.org
SquilSquil:  :  http://http://www.squil.orgwww.squil.org

Centralized Logging and AnalysisCentralized Logging and Analysis
Kiwi: Kiwi: http://http://www.kiwisyslog.comwww.kiwisyslog.com//
Swatch: Swatch: http://http://swatch.sourceforge.netswatch.sourceforge.net//
SEC: SEC: http://http://kodu.neti.ee/~risto/seckodu.neti.ee/~risto/sec//

Fault MonitoringFault Monitoring
NagiosNagios: : http://http://www.nagios.orgwww.nagios.org//

Performance MonitoringPerformance Monitoring
Cricket: Cricket: http://http://cricket.sourceforge.netcricket.sourceforge.net//
TorrusTorrus: : http://http://torrus.orgtorrus.org//
Cacti: Cacti: http://http://www.cacti.netwww.cacti.net//

Configuration LibraryConfiguration Library
TftpTftp
RCSRCS
CVS: CVS: http://http://www.nongnu.org/cvswww.nongnu.org/cvs//
Subversion: Subversion: http://http://subversion.tigris.orgsubversion.tigris.org//

http://www.snort.org/
http://www.nessus.org/
http://www.squil.org/
http://www.kiwisyslog.com/
http://swatch.sourceforge.net/
http://kodu.neti.ee/~risto/sec/
http://www.nagios.org/
http://cricket.sourceforge.net/
http://torrus.org/
http://www.cacti.net/
http://www.nongnu.org/cvs/
http://subversion.tigris.org/


Page: 16

Rev: 1.0

Using Open Source Software © 2005 Engineered Networks

Date: 10/07/05

Engineered Networks & Brandon Public Schools
www.engineered-net.com

www.brandon.k12.mi.us

ssurdock@engineered-net.com

pspoor@brandon.k12.mi.us

BibliographyBibliography

Video ServicesVideo Services
CodecsCodecs

http://freshmeat.net/browse/126/http://freshmeat.net/browse/126/

DistributionDistribution

Voice ServicesVoice Services
PBX, Voice Mail, Voice ConferencingPBX, Voice Mail, Voice Conferencing

http://http://www.asterisk.orgwww.asterisk.org//

http://freshmeat.net/browse/126/
http://www.asterisk.org/


Page: 17

Rev: 1.0

Using Open Source Software © 2005 Engineered Networks

Date: 10/07/05

Engineered Networks & Brandon Public Schools
www.engineered-net.com

www.brandon.k12.mi.us

ssurdock@engineered-net.com

pspoor@brandon.k12.mi.us

BibliographyBibliography

Data ServicesData Services
BackupsBackups

http://http://www.bacula.orgwww.bacula.org//
File & Print ServicesFile & Print Services

http://http://www.samba.orgwww.samba.org//
Authentication ServicesAuthentication Services

http://web.mit.edu/kerberos/www/http://web.mit.edu/kerberos/www/
http://http://www.freeradius.orgwww.freeradius.org//
http://http://www.openldap.orgwww.openldap.org//

Groupware Groupware –– ee--mail/calendar/todomail/calendar/todo
http://zimbra.com/http://zimbra.com/
http://www.opengroupware.org/http://www.opengroupware.org/
http://www.openexchange.com/http://www.openexchange.com/
……

Database ServicesDatabase Services
http://www.mysql.com/http://www.mysql.com/
http://www.postgresql.org/http://www.postgresql.org/
http://http://www.sleepycat.comwww.sleepycat.com//

http://www.bacula.org/
http://www.samba.org/
http://web.mit.edu/kerberos/www/
http://www.freeradius.org/
http://www.openldap.org/
http://zimbra.com/
http://www.opengroupware.org/
http://www.openexchange.com/
http://www.mysql.com/
http://www.postgresql.org/
http://www.sleepycat.com/
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BibliographyBibliography

Business ServicesBusiness Services
Financial ServicesFinancial Services

http://http://egs.sourceforge.netegs.sourceforge.net//

HR ServicesHR Services
ERP:  ERP:  http://http://www.compiere.orgwww.compiere.org//

Student Information ServiceStudent Information Service
Centre:  Centre:  http://www.millerhttp://www.miller--group.netgroup.net//

http://egs.sourceforge.net/
http://www.compiere.org/
http://www.miller-group.net/
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