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Wiy Bother?

Spyware, spam, Adwale
Vikuses, Woerms, Trojan: IHorses
PDOS attacks

Thefit off data

Thefit of respurces
Unauihoerzed Access By lnsider
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Why Bother? Because...

SystemAvalanility.
System Perfermance
e te repair
Lawsuits

Reputation

YourJoh
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What's InfoSec about

Confidentiality
IRtegty,
Avallanility:
(Acceuntability)
Manage the risk
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NIST Security Guidelines (1)

Supports the Mission of the Organization

Is an Integral Element of Sound
Management

Should Be Cost-Effective

Systems Owners Have Security
Responsibilities Outside Their Own
Organizations
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NISTE Secunty: Guidelines (1)

Responsibilities and Accountability Should
Be Made Explicit

Requires a Comprehensive and Integrated
Approach

Should Be Periodically Reassessed
Is Constrained by Societal Factors
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The Steps

ASSESS
Plotect
DEetect
Respoend
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Assessment

WWhat are the assets?
s \What Is thelr value?

Jat are the threats?
nat are' the vulneraniities?

gat Is the risk?
RISk = threat x vulnerability, x asset value
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Assessment - Tools

You WILL need netwerik & system
diagiams

You willfneed ter understand threats
Use NIMAP 16 find devices, on: youl NEWWoK 9
Use Nessus to find vulnerabilities 4
Microsolt Baseline: Sectinity: Analyzer
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Protection

Virus protection

Spaim coniirel

Elrewalls — control gates

Apply: secunty patches A.S.A.P.

Practicer sensiblercomputing
= Don't epen It Unless you know! It's safie
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More Protection

Tlransmit sensitive data ever secure
channel

ERciypt sensitive: data iiFnet: physically.
Secure

Unigue; complex passwords
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And More Protection

willseventually:fail

Defense in depth

Carefiully: uise “ANYinl a firewall rule
Secure the host <

s Limit availalble Services
n Review file/felder permissions
m Enfierce permissions
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Detection

LeoKING fer Violatiens ofi the Security’ policy,
Legaeing

Statistical [Data

Sessien Data

Packet Data
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Detection - Legging

Jime correlated
EVents are: easy 1o

find

Alert on; configuration
chianges

Windows

Great fior Server
irouklesheoting toe!
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Detection — Statistical Data

Perved from pollingl devices
rended for a vaselne

Visually digestiale

Most newer firewalls have pullt=1m
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RESPONSE

Initial investigation ter collect basic details (Who;
Wihat, Where, When)

[RESPONSE Stiategy.

Investigate: by reviewingl collected data
REeport the findings to the proper authorties

= What was Broken to make sure it deesn't
JappPEn again
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SEecurity: Framework

ASSESSmENt
m Calculate sk & create plan

Proetection

x Enferce the hehavior you want
Detection

s Cegging and alerting

RESPONSE

a Viake sure It doesn’t happen (again)
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The End

Fhank yoeu for coming|
Fhe Presentation: cami e fieund at:
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